
Passwords & Traveling


1. Always make sure your password/passcodes protection is turned on 
while traveling. Remember, your phone is a gateway to your personal 
information (email, texting, social media, etc.). 


2. Think about what passwords/passcodes you may need while traveling. 
If you do not have them memorized, plan beforehand how will you 
keep them in a secure location.


3. Familiarize yourself with  “Find My…” app or webpage so you can 
locate a lost or stolen device. You can usually erase the data from the 
missing device remotely.


4. If you are going out of the country, check beforehand when and how 
any country’s customs (going or coming back) may access your digital 
devices. Here are some resources. However, the rules change often so 
double check before departing.


U.S. Customs and Border Protection


What green-card and visa holders should know before traveling abroad 
from NPR


How to protect your phone and data privacy at the US border from The 
Guardian 

International Travel and Electronic Device Searching from Harvard’s Global 
Support Services.


China to allow customs officials to check travelers’ electronics for 
“sensitive content” (not limited to Chinese nationals)

https://www.cbp.gov/travel/cbp-search-authority/border-search-electronic-devices
https://www.npr.org/2025/03/29/nx-s1-5343493/green-card-holders-rights-visa-detained-cbp#:~:text=Know%20that%20customs%20officers%20are,,%20according%20to%20Yale-Loehr.
https://www.theguardian.com/technology/2025/mar/26/phone-search-privacy-us-border-immigration
https://www.globalsupport.harvard.edu/travel/advice/international-travel-electronic-device-searches
https://www.reddit.com/r/China/comments/1cnd8zc/china_to_allow_customs_officials_to_check/?rdt=62877
https://www.reddit.com/r/China/comments/1cnd8zc/china_to_allow_customs_officials_to_check/?rdt=62877

